Intelligence Reasoning

Three Approaches to Reasoning

As we have addressed several times in this course, intelligence is a product manufactured from the exploitation of processed intelligence information, which in turn is a result of the collection of information by an intelligence collection platform. Intelligence analysts must often create intelligence products under conditions of incomplete or even inaccurate information.

To do so, we move back and forth between data points represented in intelligence information and models representing targets of interest to intelligence consumers; hence the reason why in this course we have placed so much emphasis on structured analytic techniques to manage information and target-centric approaches to building and analyze models. One way of looking at each side of this coin is by dividing it into two styles of reasoning, called inductive and deductive.

Inductive Reasoning

In inductive reasoning, several specific observations (data) lead to a generalized conclusion (theory) through a process (summarizing). So, for example, if we look around and see that every swan we see is white then we can use inductive reasoning to generate the theory that all swans are white. In fact, for centuries we in the Western world did think all swans were white until we observed black swans for the first time in Australia, which brings us to a key feature of inductive reasoning: probability.

Inductive reasoning is inherently probabilistic, meaning that it always allows for the possibility that a piece of data may come to light that contradicts a general principle that has served very well up until now to explain every other piece of data available. One of the issues with using inductive reasoning is that analysts sometimes forget that it is probabilistic. This means that the results of inductive reasoning are openly acknowledged to be the product of the data that have been included in the analysis, with the understanding that new data might mean a revision of the results.

A natural human bias, however, is to reject or discount contradictory evidence in part because changing one’s position on a subject incurs costs (remember our lecture on Appalachian Mountain problems in Week 5). 

A well-known philosopher by the name of Karl Popper was reportedly in the company of a friend of his who was doctor. A nurse came to the door and told the doctor that he had a new patient waiting for an examination. The doctor asked what the patient’s symptoms were and after the nurse described them, the doctor declared the diagnosis and issued a prescription. After the nurse left, Popper supposedly asked the doctor how he knew what illness the patient had without even seeing him. The doctor responded that he had seen 1,000 people with those symptoms, to which Popper replied that the patient then must have been the 1,001st.

If analysts can keep in mind when they are (and are not) using inductive reasoning, then they can leave more room in their analysis for contradictory evidence, and therefore more room to change their analytic assessments.


Deductive Reasoning

Whereas inductive reasoning summarizes data to arrive at a theory, deductive reasoning tests a discreet fact to arrive at a single datum. To undertake deductive reasoning, we start with a theory and ask the question, “For this theory to be true, what else must be true?” The answer is typically a series of different elements, or aspects of the theory.

We identify which of these aspects we can test to see if they are true or false for a situation or problem to which we are applying the theory. In deductive reasoning, a generalization (theory) leads to a specific conclusion (datum) through a process (testing).

Remember during Week 1 when Chief Heaton gave us the theory that cases involving brothels in Tucson were actually part of some greater movement in organized crime? We handled that by asking ourselves what symptoms indicate the presence of organized crime involving human trafficking. We then ran tests for those symptoms to see if they were present or not.

The first ‘symptom’ of organization we found was that the variables of the age group and the nationality of the victims were correlated to a level of statistical significance. The ‘test’ we ran was a Chi-Square Test of Means, and the results supported the theory. After that, we ran other tests in that confirmed these results. We did something similar in Week 2 only that time instead of looking for the symptoms of organization in general, we looked for the symptoms of a specific organization in particular – its ‘fingerprints’. This next step required us to move from the theory that the brothels represented organized crime to the theory that a criminal organization behaves relatively consistent to modus operandi.

What if our tests did NOT demonstrate a pattern of organization or behavior? What would we do then? Well, we would probably keep looking. After all, we are accountable to a boss. But if we kept coming up dry, then at some point we have to admit to ourselves and Chief Heaton either that the brothel ‘industry’ was no industry at all, or that it was run by independent operators rather than a criminal organization. And that brings us to a key characteristic of deductive reasoning: determinism.

Deductive reasoning is inherently deterministic, which means that if our premise is false then our conclusion is false, as well. By ‘premise’ we mean the body of discrete facts against which we test our theory. Granted, we may run one test that comes back negative (false) but not throw out multitude of other tests that come back positive (true), but that is why we have to identify from the outset what our goals are and establish thresholds for when we are going to accept or abandon our theory (a.k.a. our alternative hypothesis).

In most statistical tests for criminal justice we will use a confidence threshold of 95%, meaning that if 95% of our results come back true, then we are willing take the 5% risk that we are wrong. Our criminal justice system for major crimes, however, requires a much higher threshold because in the United States we have built a system based on an openly acknowledged willingness to risk letting a guilty person go free rather than to convict an innocent person. If we were doing human subjects research on, say, fetuses, children, the elderly, or many other categories of vulnerable populations, then we would certainly use a confidence threshold at or above 99%.

Abductive Reasoning

It is very important for an analyst to be mindful of when he or she is working within the context of inductive or deductive reasoning. When the DEA told us in Week 4 that they believed El Movi was a drug-related organization because Daisy (our HUMINT source) had up until that point been involved in drugs, they were operating on the theory that informants who have a reporting history on one topic probably do not have access to information of intelligence value on another, unrelated topic.

The error in this way of thinking was that they were not sufficiently accounting for the probabilistic nature of inductive reasoning. In fact, they (probably) thought they were drawing a line of reasoning from one fact to another, rather than from a fact to a theory. On the flip side, the FBI were starting from the theory that terrorists have passed into the United States through Southeast Arizona from Mexico.

From this theory they surmised El Movi was probably a terrorism-related organization, but – as we now know – deductive reasoning demands that we construct a test for that and other facts based on the theory and then evaluate the results of that test to draw a conclusion rather than simply making an analytical assumption.

If we are not paying attention then our analysis is subject to the kinds of errors we addressed in Week 4, but that does not mean we cannot benefit from the advantages of operating within a well-reasoned framework of inquiry using a more fluid approach.
In reality, most of us are moving back and forth between inductive and deductive reasoning constantly even if for no other reason than that sometimes we start from a theory we are going to test and other times we start with data for whose characteristics we seek an underlying explanation simply by the nature of the problems we are attempting to solve. Analysis can begin at any point, and if we think of inductive and deductive reasoning as operating in a cycle, then we can see that the cycle does occur in only one direction (Figure 1).

Treating inductive and deductive reasoning as two, interrelated processes – as opposed to two, mutually contradictory ways of thinking – is called abductive reasoning. Through abductive reasoning we treat each side of the cycle as if its output served as an input for the other side.

We summarize data points to produce theories that we break into smaller parts that we test in order to arrive at data points we can use to produce theories – and the cycle goes on and on. For the sake of clarity, lets try an example starting with some facts that we will treat as a body of data. Lets say we, as analysts, are trying to solve a series of murders. We have information about multiple murders that seem to have similar characteristics.

We theorize that the best explanation for the murders is a serial killer. So we establish a profile for who this serial killer may be, what motivates him or her, where he or she lives, etc. When we identify someone that seems to meet these aspects of our theory, we can test them to determine whether they are, indeed, the person we are looking for or not.

Perhaps more importantly, abductive reasoning contains an auditing function, which an analyst can use to walk backwards through the cycle. If a theory is questionable then the analyst can locate the different observations that led to the creation of that theory, and interrogate the summarizing process to investigate whether, for example, a piece of information exerted an undue influence on the creation of the theory, or if the summarizing process included spurious information, or if information that should have been included in the summarizing process was ignored, for whatever reason.

If a specific piece of information needs to be examined, the analyst can interrogate the testing process to determine if, for example, the testing process itself failed to address the aspect of the theory that was relevant to the analyst’s purpose, or if the testing process used a standard that as so high it inadvertently eliminated useful results, or if the theory itself is composed of individual aspects that are inaccurate or imprecise that caused a fatal flaw in an otherwise valid test. In our serial killer example we may find we need to reassess the data or gather more data to refine our profile (i.e., our theory). Or we may find we are looking for the right indicators of our serial killer but not in the right way, so we need to reassess our testing methods.

Analysis of Competing Hypotheses

The reading for this week covers a structured analytic technique known as analysis of competing hypotheses (ACH). We have seen individual hypotheses at several points in our course, both generating them and testing them. More often than not, however, we deal with situations where we must consider the likelihood of more than one hypothesis at a time.

In fact, we should always be looking for opportunities to come up with multiple theories simply because otherwise we fall into the trap of deciding the truth rather than discovering the truth. When we expend resources to investigate a theory, we are simultaneously investing in that theory, which can cause us to resist responding effectively to new data or to new ways of looking at the data we have. 

Biases are not always a bad thing. As humans we are constantly bombarded with infinite amounts of information (and especially so if you are an intelligence analyst, hence the TPEDs problem). Without a means to filter information we would be overwhelmed to the point of immobilization. As we grow up we learn rules of thumb to make it easier to survive as a limited being in a world of unlimited data.
•For example, if you are lost in the woods and need to find which direction to travel, you can use the old saying, “The sun rises in the east and sets in the west,” to orient yourself. Of course, the saying is untrue: the sun does not move! But in that situation, our rule of thumb – our bias – might be the difference between getting home and staying lost. We also usually work under conditions of incomplete information, requiring us to fill in gaps between data.

We have to use rules of thumbs about how we believe the world works in order to make analytical leaps that get us from one piece of data to another. We have to be mindful of when we are doing this, lest we lose track of the assumptions we have made, confusing them with the actual data themselves. 

Lets say we are dealing with a case where we have a less than ideal amount of information – basically every case we deal with, actually.

We go over the data, back and forth, forward and backward, until over time we start to develop a story for what has taken place. Perhaps unthinkingly we start assigning attributes to the story based on other cases we may have worked.

We assume things about the people involved based on people we have met, and maybe not under the most amicable conditions. Information comes in that contradicts the story we have built, and we focus our energy on justifying all the reasons why we do not need to revise our story in light of new facts. ACH forces us to generate new theories in spite of our tendency to find one story and stick to it.
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